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InterConnection Discovery Report and 
Certificate of Destruction

This certifies that InterConnection, a 501c(3) non profit organization, received donated computers and hard drives from the organization listed below.  All equipment is now the property of InterConnection.  InterConnection’s professional liability insurance and Cyber Security liability insurance covers losses and damage caused by data theft or loss of data from the received hard drives and digital media storage devices.
InterConnection carried out the following procedures to ensure that customer proprietary information was totally removed from computer hard drives that were donated to the InterConnection.   

Transportation Security:

All equipment listed in the donation receipt was received by InterConnection authorized personnel, and stored in a secure, monitored and locked facility.

Data removal procedures:

· All computer equipment was stored in a secure (locked) storage facility until the hard drive data was destroyed per InterConnection’s standards and procedures.  The facility is monitored by security cameras and an ADT alarm system.

· An InterConnection employee destroyed data on all hard drives received according to the following procedure:  

· Software was used on hard drives to overwrite all addressable storage and indexing locations on the drive three times: with zeros (0x00), complement (0xFF) and random characters; and then verifies all writing procedures.  This complies with the US DoD 5220.22-M security standard.

· Hard drives were placed inside a specialized machine and a conical punch inside the unit delivered 12,000 pounds of hydraulic force to the drive, causing catastrophic trauma to the hard drive’s chassis, destroying its internal platter. 

· The computers were stripped of all identification tags, names, property tags or any symbols identifying the unit to the original donor.

· All equipment deemed unusable was recycled in an environmentally sound manner. 

	Donor Name:
	John Doe

	Company: 
	Acme Inc


	
	
	 


DISCOVERY REPORT AND DISPOSITION DETAILS
	Donor
	Donation Date
	IC Tracking
	Item Type
	Make
	Model
	Serial Number
	CPU
	Mem
	HD
	HD Serial Number
	Data Destruction
	Disposition

	Acme
	11/7/2011
	3898
	Desktop
	HP
	E310
	j13s421
	 2.80GHz
	527 Mb
	40 Gb
	WT6270541313
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	3994
	Desktop
	Dell
	GX260
	2byg641
	 2.53GHz
	534 Mb
	79 Gb
	07N8325H326871S27
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	4376
	Desktop
	Compaq
	GX260
	MXK513
	 2.93GHz
	527 Mb
	40 Gb
	WCARW3711608
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5020
	Desktop
	Compaq
	4600
	3d28k
	 2.00GHz
	528 Mb
	40 Gb
	WD800JB-00ETA0
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5063
	Desktop
	Compaq
	2350
	7BL5771
	 2.66GHz
	528 Mb
	40 Gb
	9X5006-143
	Destroyed
	Recycled

	Acme
	11/7/2011
	5096
	Desktop
	HP
	E310
	5LVLJ41
	 3.20GHz
	528 Mb
	40 Gb
	CN02M32721232538G5AW
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5146
	Desktop
	Dell
	GX260
	6j98x21
	 2.80GHz
	535 Mb
	40 Gb
	6Y080M042725L
	Destroyed
	Recycled

	Acme
	11/7/2011
	5249
	Desktop
	Dell
	GX260
	818fc31
	 2.40GHz
	534 Mb
	79 Gb
	CN02M32721232538HRSW
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5511
	Desktop
	Dell
	4500
	2THNY41
	 3.00GHz
	534 Mb
	80 Gb
	6Y080M042725L
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5646
	Desktop
	Dell
	GX270
	DRG3S21
	 2.80GHz
	526 Mb
	40 Gb
	SG0J905819661538AH0N
	DoD Wipe
	Reuse

	Acme
	11/7/2011
	5669
	Desktop
	Dell
	GX260
	GXGWL51
	 2.80GHz
	534 Mb
	40 Gb
	SG0J90581966153NAA4O
	Destroyed
	Recycled

	Acme
	11/7/2011
	5684
	Desktop
	Dell
	GX270
	8RG3S21
	 2.60GHz
	535 Mb
	40 Gb
	9X5006-143
	DoD Wipe
	Reuse


